3.4　Security technologies
　To support the security and reliability of the convergence of broadcasting and telecommunications, we are researching cryptography and watermarking technologies. 

■Cryptography and authentication algorithm for hybrid services

　We researched cryptography technologies that can be used to provide secure and reliable hybrid services that take advantage of broadcasting and telecommunications.
　Service providers need information about viewers in order to personalize services while viewers expect amazing services from providers that they have not previously accessed. An efficient way to meet these requirements is to store viewer information in the cloud and allow providers to freely access the information (Figure 1). From the perspective of preserving viewers’ privacy, however, it is best to keep the information accessible to the providers to the minimum necessary. We therefore studied a system that will allow providers to view only the minimum necessary data. The system stores encrypted information(1), searches encrypted data in the cloud without decrypting them, and provides the provider with only the data matching the search condition. We verified the basic operation and effectiveness of the system using a prototype. 

　


Figure 1. Provision of personalized services that match viewers’ preferences

　For copyright protection of content, we researched a watermarking technology that can embed information to identify a receiver into streams compressed with a new coding scheme, High Efficiency Video Coding (HEVC).
　An effective way to protect content from illegal distribution is to identify who is distributing content illegally. At the same time, various measures must be taken for HEVC-compressed content. We therefore developed a watermarking method in which micro auxiliary information sent from content providers and the receiver’s identity are embedded into HEVC-compressed streams within the receiver(2). 

[References]
(1) G. Ohtake and K. Ogawa: “Privacy Preserving System for Integrated Broadcast-broadband Services,” IEEE ICCE 2015, pp. 304-305 (2015)
(2) K. Ogawa and G. Ohtake: “Watermarking for HEVC/H.265 Stream,” IEEE ICCE 2015, pp. 110-111 (2015) 
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